Talking passwords:
voice biometrics for
access and security

Mikhail Khitrov, Speech Technology Center

Among the five innovations listed in IBM’s 2011 five-year forecast was the
biometric key. “You’ll never need a password again,” say IBM experts, referring
to the fact that biometric features, including voice, face, fingerprints and retina,

are absolutely unique to every individual.

In this article, we focus on one of these
biometric technologies, voice, and consider
the use of biometric voice identification and
verification as a password for accessing devices
and information.

Is it enough to use one’s voice for data and
device security, or should voice biometrics be
combined with other methods to achieve even
higher levels of security? Is it safe to say we
can go ahead and ‘forget” all our passwords,
once and for all?

First, let’s make it clear that biometric
technologies used in information security,
whether for voice, face, or other modality,
do not rely on passwords and PIN codes.
Passwords and PIN codes can be discovered,
acquired and used by individuals other than
those originally authorising those codes.
Biometric technologies do not rely on what
you know, or what you possess, but rely on
what you are.

This is what makes biometric passwords con-
siderably more secure than PINs; they are indis-
tinguishable and indivisible from the person
using them. The irreducible uniqueness of the
human voice makes it stand out from a security
perspective even in contrast to other biometric
features.

Voice biometrics, also referred to as
speaker recognition, is a technology that
identifies and verifies a person on the basis
of his or her unique voice characteristics.
Several physiological features contribute
to this uniqueness of voice, including the
structure of the vocal chords, the trachea,
the nose, the placement of teeth, as well
as the way a person accentuates sounds.

In combination, such characteristics are as
individual as fingerprints and cannot be fal-
sified or transferred.
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Contactless

The feature that really distinguishes voice
biometrics from other modalities is its con-
tactless application. Unlike fingerprints,
voiceprints can be taken remotely. With voice,
there is no need to be in physical proximity to
the print capture device, as there is with fin-
gerprinting and vein recognition. This means
voice biometrics can be used widely, and in

a great many more situations, for example,
while driving, from another room or even via
mobile devices.

The main principle behind any voice
biometric system is this: the user or caller
utters a passphrase that is captured by the sys-
tem that is then matched against a previously
stored voiceprint. The matching procedure
generates a score representing how accurately
the new utterance matches the stored voice-
print. Access score thresholds can be pre-set
for enhanced security. For instance, if a match
procedure generates a low score, match access
will be blocked.

One more reason to trust voice biometrics as
a passkey technology is its simplicity; after all,
we speak all the time. With voice biometrics, a
person only needs to do what comes naturally
to confirm his or her identity, for instance, say
his or her name, telephone number or repeat a
prompted phrase.

Its simple from a technical and market
perspective as well, as voice is easily delivered:
most modern devices already have built-in
microphones, the primary hardware component
needed for voice identification.

According to the most recent Unisys survey
on what biometric technologies consumers
prefer, voice biometrics comes first; 32% of
respondents said ‘yes’ to voice recognition.
Voice biometrics are easily implementable as a
passkey in various spheres: in mobile banking,
in accessing personal devices and logging in
to social networks. An added convenience is
that voice biometrics can be run on a remote
server, ‘in the cloud’ and not on the user’s own
device. In this case, even if a device is lost,
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stolen or misplaced, the unique voice charac-

teristics associated with it are not lost, stolen
or otherwise compromised.

Many people wonder about the relation-
ship between language and voice biometrics.
It should be emphasised that the world’s
incredible linguistic diversity does not place
any limits on voiceprint technology. Speaker
accent, language and dialect do not play a
role in speaker identification and verifica-
tion carried out using automated voice-based
methods.

Most of us are familiar with the kind of
speech recognition used in today’s smart-
phones. We can ask questions out loud and
get answers ‘hands-free’. Such speech technol-
ogy applications are language-dependent, and
you generally need to know English to use
them, making them inaccessible to entire pop-
ulations. Using voice as a password technol-
ogy, however, is language independent. It can
be installed on any device and implemented
and used worldwide.

Challenges

Despite all the benefits of using voice as a
password technology, there are still some
challenges ahead for voice biometrics. First,
the technology cannot guarantee 100% cor-
rect identification, though neither can any
of the other biometric modalities. At a more

practical level, the following are more basic
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reasons that result in errors in speaker iden-

tification:

e environmental noise, which varies as to
noise type and noise level

* presentation effects, including speech sam-
ple duration, the psychophysiological state
of the speaker (eg illness, emotions), effects
of vocal strain

e channel effects, including interference) and
distortion (eg frequency response, channel
encoding)

Supplementing voice biometrics with
other biometric modalities brings us closer
to 100% correct identification and authen-
tication. Multibiometrics and multifactor
authentication represent today’s solution to
less-than-perfect results achieved by any sin-
gle technology, raising the level of security
by combining two biometrics modalities,
for instance, voice biometrics with face or
fingerprint recognition. For example, if a
device first asks for your fingerprint and
then asks you to repeat a combination of
numbers aloud, there is zero chance that an
unauthorised person will be able to access
your device.

Multifactor authentication as a passkey
combines ‘something you are’ with ‘some-
thing you have’. The combination cannot be
guessed or otherwise attained. The ‘some-
thing you are’ means biometric identifiers
that are unique to you, while the ‘something
you have’ means a key, a USB token, some-
thing in your physical possession. If the
‘something you have’ is stolen, it will be inac-
cessible without the second part—the ‘some-
thing you are’.

Of course, a voice cannot be stolen, and
even recordings of voices cannot be used to
fool automated voice biometrics systems.
Multifactor authentication makes voice as a
password technology extremely reliable.

Gartner analysts have recently recom-
mended that businesses use a combination of
authentication methods to enhance security,
including voice biometrics. They reportedly
expect at least one major financial institution
to implement voice -based caller authentica-
tion by 2013.

Applications

Should these recommendations be heeded,
there are several domains and ways in which
voice biometrics can be used to ensure secure
and convenient user authentication:

Call centres and IVRs

Customers interact with IVRs (interactive

voice response systems) for numerous reasons,
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for instance, to get bank account balances,
medical test results and to track orders. These
interactions are all about gaining access to
sensitive information. What customers have in
common across these cases is a desire to access
this private information quickly and securely.

With current security measures, it takes a
long time for callers to get the information
they need over the phone, and call centre
agents waste their time working to identify
callers, instead of working to get them the
information they seek. When IVRs or call
centres use voice authentication, neither the
caller nor the agent wastes much time with
identity confirmation and can get down to
the issue of dealing with the caller’s immedi-
ate service requests.

Mobile voice-based authentication

Because we use our smart devices for so
many things, as personal notebooks, as photo
and video albums, as mobile gateways for
banking and other commercial applications,
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they are the storehouse of much of our most
sensitive information and any of it can be
compromised if the device is lost, stolen or
otherwise compromised. Voice-based authen-
tication helps protect personal information
stored on smart devices as only authorised
persons can gain access to data stored on the
device.

Cloud computing and BYOD

Moreover, as employees tend to prefer their
personal smart devices to access enterprise
resources, sometimes called the BYOD, or
bring your own device, phenomenon, IT
departments have to invent new policies and
procedures for enterprise data protection.

Users increasingly rely on smartphones and
tablets for work, and recent research shows
that these more mobile workers are putting in
longer hours. Modern organisations are tak-
ing advantage of this trend by making it easier
for their employees to connect to enterprise
resources. That not only means giving employ-
ees resource access from remote locations, but
also providing a consistent end user experience
whether the employee is working from home,
from a hotel or from the airport.

“Voice signature over the
phone (in IVRs and call
centres) offers a natural,
convenient and legally
binding alternative to
hand-written signatures”

This trend threatens to reduce control
over enterprise computing, as it increases the
probability of theft of important corporate
information through employees’ personal
devices. For most IT professionals, the com-
bination of cloud computing and the BYOD
trend means security has changed forever. IT
departments face greater pressure, as the need
to protect corporate data explodes across a
number of devices and platforms, and the
need to manage, monitor and support them
all remains constant.

Enterprises have to choose whether to limit
this newfound flexibility and productivity by

prohibiting the use of personal devices in the
office, or to find a secure and user-friendly
way to authorise employees to use cloud and
BYOD resources for work. Analysts predict
that 90% of organisations over the next two
years will support enterprise applications on
employees’ personal devices. It is clear that
enterprises need to adapt existing corporate
IT infrastructures to emerging trends. Voice-
based authentication in such cases can be used
as an effective security method.

Voice e-signatures

Voice signature over the phone (in IVRs and
call centres) offers a natural, convenient and
legally binding alternative to hand-written
signatures, for example, on health insurance
applications, financial documents and a range
of other e-communications needing personal
authorisation.

Voice biometric technology can also be
deployed to access social network accounts,
email accounts and other platform logins.

Social networking and voice
biometrics

As social networking is adopted in more
domains, social network platforms are
becoming storehouses of confidential profes-
sional and corporate information and such
networks can also be targeted by cyber-crim-
inals. Voice biometrics may enhance security,
by adding biometric passwords to account
logins on platforms such as LinkedIn and
Facebook.

Conclusion

Given the pros and cons of using voice
biometrics as a password technology, it is
clear that it is generally useful in a range

of spheres. Combining it with other secure
technologies means added trust and reliabil-
ity. While voice biometrics might appear to
be a complex solution for data security and
access, experts agree that biometrics technol-
ogy will soon become part of our everyday
lives. The examples above attest to the need
for voice biometric passwords; we just need

a bit of patience to see these developments
come to life.
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